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Glossary of Acronyms, Terms, and
Abbreviations

ABC  Approved Budgcet for the Contract,

BAC — Bids and Awards Commitlees.

Bid - A signed oller or proposal to undcrtake a contract submitted by a bidder in response to
and in consonance with the requirements of the bidding documents. Also referred to as
Proposal and Tender. (2016 revised IRR, Section 3[c])

Bidder — Reflers lo a contractor, manulacturer, supplier, distributor and/or consultant who
submils a bid in response to the requirements of the Bidding Documents. (2016 revised TR,
Section 3[d])

Bidding Documents — The documents issued by the Procuring Entity as the bascs for bids,
lurnishing all information ncecssary for a prospective bidder to prepare a bid for the Goods,
Intrastructure Projects, and/or Consulting Services required by the Procuring Entity. (2016
revised IRR, Section 5[e])

BIR — Burcau of Intermal Revenuc.
BSP — Bangko Sentral ng Pilipinas.

Consulting Services — Refer to services [or Infrastructure Projects and other types of projects
or activities of the GOP requiring adequate external technical and professional expertisc that
are beyond the capability and/or capacity ol the GOP to undertake such as, but not limited to:
(1) advisory and review services; (ii) pre-investment or feasibility studies; (iii) desien; (iv)
construction supervision; (v) management and related services; and (vi) other technical services
or special studies. (2016 revised IRR, Section 5[i])

CDA - Cooperative Development Authority.

Contract — Refers to the apreement entered into between the Procuring Enlity and the Supplier
or Manufacturer or Distributor or Service Provider for procurement ol Goods and Services;
Contractor for Procurement of Infrastructure Projects; or Consultant or Consulting Firm for
Procurcment of Consulting Services: as the case may be, as recorded in the Contract Form
signed by the partics, including all attachments and appendices thereto and all documents
incorporaled by reference therein.

CTF — Cuost Insurance and Freight.

CIP — Carriage and Insurance Paid.
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CPI - Consumer Price Index.

DDP — Refers to the quoted price of the Goods, which means “delivered duty paid.”
DTI - Department of Trade and Industry:

EXW — Lx works,

FCA — “Free Carricr™ shipping point,

FOB — “Free on Board”™ shipping poinl.

Foreign-funded Procurement or Foreign-Assisted Project Relers 1o procurement whose
funding source is from a foreign gpovernment, forcien or international financing institulion as
specified in the Treaty or International or Executive Agreement. (2016 revised IRR. Secetion
5|b).

Framework Agreement — Refers to a wrillen agreement between a procuring entity and a
supplicr or serviee provider that identilies the terms and conditions, under which specific
purchases. otherwise known as “Call-Offs,” arc made for the duration of the agreement. Ti1sin
the nature of an option contract between the procuring entity and the bidder(s) granting the
procuring entity the option to either place an order for any of the goods or services identificd
i1 the Framework Agreement List or not buy at all. within a minimum period of one (1) year
to a maximum period of three (3) vears. (GPPB Resolution No. 27-2019)

GFl  Government Finanecial Institution.
GOCC — Government-owned and/or —controlled corporation.

Goods — Refer 1o all items, supplies, materials and general support services. except Consulting
Services and Infrastructure Projects, which may be needed in the transaction of public
husingsses or in the pursuil of any government undertaking, project or activity, whether in the
nature of equipment, furniture, stationery, materials for construction, or personal property of
any kind, including non-personal or contractual services such as the repair and maintenance of
couipment and [urniture, as well as trucking, hauling, janitorial, security, and related or
analogous services, as well as procurement of materials and supplics provided by the Procuring
Entity for such services, The term “related’” or “analogous services” shall include, but is not
limited o, lease or purchase of office space, media advertisements, health maintenance
services, and other services essential to the operation of the Procuring Dntity. (2016 revised
IRR, Section 5[r])

GOP — Government of the Philippines.
GPPB — Government Procuremient Policy Board.

INCOTEBRMS — lnternational Commuereial Terma.
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Infrastructure Projects — Include the construction, improvement, rehabilitation. demolition,
repair, restoration or maintenance of roads and bridges, railways, airports, seaports,
communication facilities, civil works components of information technology projects,
irrigation. flood control and drainage, water supply. sanifalion, sewerage and solid waste
managemenl systems, shore protection, energy/power and clectrification facilitics, national
buildings, school buildings, hospital buildings, and other related construction projects of the
govermmenl. Also relerred (o as eivil works e works, (2016 revised 1IRR, Scction Sjul)

L.GUs — Tocal Government Tlnils.

NFCC — Nct Financial Contracting Capacity.,

NGA — National Government Agency.

Phil(:EPS - Philippine Govermmenl Eleciromic Procurement System.

Procurement Project — refers to a specific or identified procurement covering goods.
mfrastructure project or consulting services. A Procurement Project shall be described,
detailed, and scheduled in the Project Procurcment Management Plan prepared by the agencey

which shall be consolidated in the procuring entity's Annual Procurement Plan., (GPPB Circular
No, 06-2019 dated 17 July 2019)

PSA — Philippine Statistics Authority.

SEC — Sceuritics and Exchange Commission.

SLCC — Single Largest Completed Contract,

Supplier — refers to a citiven, or any corporate body or commercial company duly organized
and registered under the laws where it is established, habitually established in business and
cneaged i the manutacture or sale of the merchandise or performance of the gencral services
covered by his bid. (Item 3.8 of GPPDB Resolution No. 13-2019, dated 23 May 2019). Supplicr
as used in these Bidding Documents may likewise refer to a distributor, manufacturer,

confractor, or consultant,

UN = United Nations.
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INVITATION TO BID FOR

Procurement of License and Support Maintenance
for Email Security System

The UCPB Savings, Inc. (UCPBS), through the Approved Cerporate Budget (ABC)
of 2023, intends o apply the sum of Owne Million Two Hundred Fifty Thousand Pesos
Only(Phpl,250,000.00), inclusive of all applicable taxes and other charges,
including insurance coverage (if applicable) lor the Procurement of License and
Support Maintenance for Umail Sccurity System Project Identilication Wumber: I'TB-
ITD-008-25-04-2023 , being the ABC to payments under the contract. Bids received
m excess ol the ABC shall be automatically rejected at bid opening,

The UCPRS now invites bids for the above Procurement Project.  Delivery of the
Coods shall take effect on July 13, 2023 and shall cover a period ol one (1) [ull calendar
year. Bidders should have completed, within 2 vears prior to the date of submission
and receipt of bids, a contract similar (o the Project. The description of an eligible
bidder is contained in the Bidding Documents, particularly, in Section 11 (Instructions
to Bidders).

Bidding will be conducted through open competitive bidding procedures using a non-
discretionary “pass/fail” criterion as specilied in the 2016 revised Implementing Rules
and Regulations (IRR) of Republic Act (RA) No. 9184,

4. Bidding 15 open to all interested bidders, whether local or foreign, subject to the
conditions lor eligihility provided in the 2016 revised IRR of RA No. 9184

Prospeetive Bidders may oblain (urther information from UCPR Savings, Inc.
(UCPBS) and inspeet the Bidding Documents al the address given below during office
hours from 8:30am to 3:00pimn.

A complete set of Bidding Documents may be acquired by interested Bidders on May
5, 2023 to May 19, 2023 from the given address and website(s) below and wpon
puvment of the applicable fee for the Bidding Documents, pursuant ifo the latest
Guidelines issued by the GPPB, in the amount of Php3,000.00.

[nstruetions o bidders on payment of bid documents:

a. The payment lor the Bid Documents shall be limited 1o Cash or Manager's/
Cashier’s Check payable to UCPB Savings. Personal checks shall not be accepted.

h. The Ridder is required to enclose the cover page of this Invitation to Bid (ITB) in
order to properly determine which bid document, the bidder is paying lor.,

¢. It may also be downloaded from the website of the Philippine Government
Llectronic Procurcment System (PhilGEPS) and the website of the Procuring
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Lintity, provided that the Bidders shall pay the applicable lee lor the Bidding
Documents not later than the submission of their bids,

The UCPB Savings (UCPBS) will hold a Pre-Bid Conference' on _May 12, 2023/
Friday at 1:30pm via MS Teams, which shall be open to prospective bidders.
Inleresied hidders are requested to coordinate with the BAC Seccorctariat for the MS
Teams link.

Bids must be duly received by the BAC Secretariat through (i) manual submission at
the office address indicated on or betore _11:30 AM of May 26, 2023 . Lale bids shall
not he accepted.

Adl Bids must be accompanicd by a bid securily in any ol the acceptable forms and in
the amount stated in 13 Clause 14.

Bid opening shall be on May 26, 2023 at 1:30PM via MS Teams. Bids will be
apened in the presence of the bidders™ representatives who choose 1o atlend the activity.

The UCPB Savings (UCPBS) reserves the right to reject any and all bids, declare a
failure of bidding, or not award the contract at any lime prior lo contract award in
accordance with Sections 35.6 and 41 of the 2016 revised IRR of RA Mo, 9184, without
thereby incurring any liability to the affected bidder or bidders.

For further information, please reler Lo:

Drannel A Espina

BAC Secretariat

UCPE Savings, Inc,

2 Eloar, Overseas Filipino (OF) Bank Center Building
1000 Liwasang Bonifacio, Intramos, Boarongeay 656-4,
1000 Manila City, Philippiney

Trunfdine ao. (+632) 8535-1018 Local 1005

Email Address: bacsecretariali@ucphsavings. com

You may visit the following websites:
lor downloading of Bidding Documents: hittps:/www. uepbsavings.com

[Date of lssue]

R . -+ }
T gL € ( /
/:, ey S

- ./ 7
DANTE R. CORTEZ |
BAC Chairperson | '

o

Uil be deleled inocase the ABC is less than One Million Pesos (PRELOOEO00Y where the Procuring Entity may oot hold &
Pre-Bid Conlerenee.
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1. Scope of Bid

The Procuring Enlity, UCPB Savings (UCPEBS) wishes 1o reccive Bids lor the
Procurement of License and Support Maintenance for mail Security System, with
identification number ITB-ITD-008-25-04-2023

The delivery of the Goods shall take efficet on July 13, 2023 and shall cover a period ol
one (1) full calendar year. The Procurement Project (referred to herein as “Project™)
covers | item, the details of which arc deseribed in Section VII (Technical
Specitications).

2.  Funding Information

2.1, The GOP through the source of funding as indicated below for Year 2023 in the
amount of One Million Two Hundred Fifty Thousand Pesos Only
(Phpl,250,000.00), inclusive of all applicable taxes and other charges,
including insarance coverage if applicable.

2.2, 'T'he source of funding is the corporate budget of UCPBS or procuring cntity
3. Bidding Requirements

The Bidding for the Project shall be governed by all the provisions of RA No. 9184 and
its 2016 revised IRR, including its Generic Procurement Manuals and associated
policies, rules and regulations as the primary source thereof, while the herein clauses
shall serve as the secondary source thereol.

Any amcndments made to the IRR and other GPPB issuances shall be applicable only
to the onpoing posting, advertisement, or 1B by the BAC theough the issuance of a
supplemental or bid bulletin.

The Bidder, by the act of submitting its Llid, shall be deemed to have verified and
accepted the peneral requirements of this Project, including other factors that may affect
the cost, duration and execution or implementation of the contract, project, or work and
examine all instructions, forms, terms. and project requirements in the Bidding
Documenls.

4.  Corrupt, Fraudulent, Collusive, and Coercive Practices

The Procuring Lntity. as well as the Bidders and Suppliers. shall observe the highest
standard of cthics during the procurement and execution of the contract. They or
through an agent shall not engage in corrupt, fraudulent, collusive. coercive, and
ohstructive practices defined under Annex “I” of the 2016 revised IRE of RA No. 9184
or other mtegrity violations in competing for the Project.
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Eligible Bidders

5.1, Only Bids of Bidders found to be legally, technically, and financially capable
will be evaluated,

5.2, Foreign ownership excecding those allowed under the rules may participate in
this Project.

5.3, Pursuant io Section 23.4.1 3 of the 2016 revised IRR of BA No. 9184, the Bidder
shall have an SLCC that is at least one (1)} conlract similar to the Project the
value of which, adjusted to current prices using the PSA®s CPT, must be at least
eqguivalent Lo:

a. PForthe procurcment ol Non-expendable Supplies and Services: The Bidder
must have completed a single contract that is similar to this Project,
equivalent to at least fifty percent (50%) of the ABC.

5.4,  The Bidders shall comply with the eligibility criteria under Section 23.4.1 of the
2006 TRR of RA No. 9184,

Origin of Goods

There is no restriction on the origin of goods other than those prohibited by a decision
ol the TN Security Council taken under Chapter VI of the Charter ol the 1IN, subject
to Domestic Prelerence requirements under IB Clause 18.

Subcontracts
7.1. 'The Procuring Entity has prescribed thal subcontracting is not allowed.

Pre-Bid Conference

The Procuring Lintity will hold a pre-bid conlerence lor this Project on the specified
dale and time indicated in paragraph 6 of the I'TB.

Clarification and Amendment of Bidding Documents
Prospective bidders may request for clarification on and/or interpretation of any part of
the Bidding Documents.  Such requests must be in writing and received by the
Procuring Fntity. either at its given address or through electronic mail indicated in the
IB, at least ten (10) calendar days before the deadline set for the submission and receipt

ol Bids,

Documents comprising the Bid: Eligibility and Technical Components

10
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Lih1. The first envelope shall contain the eligibility and technical documents of the
Bid as specified in Section V111 (Checklist of Technical and Financial
Documents).

10.2, The Bidder's SLCC as indicated in ITB Clause 5.3 should have been completed
within 3 years prior to the deadling for the submission and rceeipt of bids.

10.3.  If the eligibility requirements or statements, the bids, and all other documents
for submission to the BAC are in [oreign language other than English, it must
be accompanied by a translation in English, which shall be authenlicated by the
appropriate Philippine foreign service establishment, post, or the cquivalent
ollice having jurisdiction over the foreign bidder’s affairs in the Philippines.
Similar to the required authentication above, [or Contracting Parties to the
Apostille Convention, only the translated documents shall be authenticated
through an apostille pursuant to GPPB Resolution Na, 13-2019 dated 23 May
2019. The English translation shall govern, for purposes of interpretation of the
bid.

11. Documents comprising the Bid: Financial Component

11.1. The sccond bid envelope shall conlain the financial documents for the Bid as
specified in Seetion VI (Checklist of Technical and Financial Documents).

11.2.  If the Bidder claims preference as a Domestic Bidder or Domestic Lntity, a
certification issued by DTI shall be provided by the Bidder in accordance with
Scction 43.1.3 of the 2016 revised IRR of RA No. 9184,

11.3,  Any bid exceeding the ABC indicated in paragraph | of the ITB shall not be
accepted,

114, For Foreign-lunded Procurement, a ceiling may be applied to bid prices
provided the conditions are mel under Section 31.2 of the 2016 revised IRR of
EA No. 9184,

12. Bid Prices

12.1. Prices indicated on the Price Schedule shall be entered separately in the
following manner:

a. Por Goods offered from within the Procuring Entity’s country:

L. The price of the Goods quoled EXW {ex-works, ex-lactory, ex-
warchouse, ex-showroom, or oll-the-shell, as applicable);

i1. The cost ol all customs duties and sales and other taxes already
paid or pavable;



iii. The cost of transportation, iInsurance, and other costs incidental to
delivery of the Goods to their final destination: and

v, The price of other (incidental) services, if any, listed in e,
b,  For Goods ollered (rom abroad:

i Unless otherwise stated in the BDS, the price of the Goods shall
be gquoted delivered duly paid {DDP) with the place ol destination
in the Philippines as specified in the BDS. In quoting the price,
the Bidder shall be lree to use transportation through carmiers
registered in any eligible country, Similarly, the Bidder may
obtain insurance services from any eligible source country.

1. The price ol other (incidental) services, 1l any. as listed in Seetion
VII (Technical Specifications).

13. Bid and Payment Currenciecs

13.1. For Goods that the Bidder will supply [rom outside the Philippines, the bid
prices may be quoted in the local currency or tradeable currcney accepted by the
BSP at the discretion of the Bidder. Tlowever, for purpoeses of bid evaluation,
Bids denominaled in foreign currencies, shall be converted to Philippine
currency based on the exchange rate as published in the BSP relerence rate
bulletin on the day of the bid opening.

13.2.  Pavment of the contract price shall be made in:

a. Philippine Pesos.
(4. Bid Security

[4.1. The Bidder shall submit a Bid Securing Declaration? or any [orm of Bid Securi ty
in the amount indicated in the BDS, which shall be not less than the percentage
of the ABC in accordance with the schedule in the BDS,

14.2. The Bid and bid security shall be valid for 120 days from the date of bid
opening. Anv Bid not accompanied by an acceptable bid security shall be
rejected by the Procuring Entity as non-responsive.

15. Sealing and Marking of Bids

Fach Bidder shall submit one copy of the first and sccond components of its Bid.

Snthe case of Framework Agreement. (e undertaking shall refer o entering inlo contrae) with the Procuring Enlily and
Murnishing ol the performance seeurity or the porformance scouring declaration within ten (10 calendar days from receipt of
Motiee to Exveuls Framework Apresemenl.,

12



The Procuring Lintity may request additional hard copies and/or electronic copics of the
Bid. However, failure of the Bidders to comply with the said request shall not be a
ground for disqualification.

I the Procuring Entity allows the submission of bids through online submission or any
other electronic means, the Bidder shall submit an electronic copy of its Bid, which
must be digitally signed. An electronic copy that cannot be opened or is corrupled shall
be considered non-responsive and, thus, automatically disqualified.

16. Deadline for Submission of Bids

16.1.  The Bidders shall submit on the specilied dale and time and either at its physical
address as indicated in paragraph 7 of the ITB.

17. Opening and Preliminary Examination of Bids

18.

19,

17.1. The BAC shall open the Bids in public at the time, on the date, and at the place
specified in paragraph 9 of the ITB. The Bidders' representatives who are
present  shall sign a register evidencing  their allendance. In case
videoconlerencing, webcasting or other similar lechnologies will he used,
attendance of participants shall likewisc be recorded by the BAC Scerctarial.

In case the Bids cannot be opened as scheduled due to justifiable reasons, the
rescheduling requirements under Section 29 of the 2016 revised TRR of RA No.
9154 shall prevail.

17.2, The preliminary examination ol bids shall be govermed by Section 30 of the
2016 revised IRR ol RA No. 9184,

Domestic Preference

1%.1. The Procuring Lintity will grant a margin of preference for the purpose of
comparison of Bids in accordance with Section 43.1.2 of the 2016 revised TRR
ol A No. 9184,

Detailed Evaluation and Comparison of Bids

19.1.  The Procuring BAC shall immediately conduct a detailed evaluation ol all Bids
rated “passed,” using non-discretionary pass/lail eriteria. The BAC shall
consider the conditions in the evaluation ol Bids under Section 32.2 ol the 2016
revised IRR of RA No. 9184,

19.2.  If the Project allows partial bids, bidders may submit a proposal on any of the
lots or items, and evaluation will be undertaken on a per lot or item basis, as the
case maybe. In this case, the Bid Sceurity as required by IB Clause 15 shall be
submitted lor cach lot or item separately.

13
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The descriptions of the lots or items shall be indicated in Seetion VII (Technical
Specifications), although the ABCs ol these lots or items are indicaled in the
BDS for purposes of the NFCC computation pursuant to Scetion 23.4.2.6 of the
2016 revised IRR of BA No. 9184, The NI'CC must be sufficient for the total
of the AI3Cs for all the lots or items participated in by the prospective Bidder.

The Project shall be awarded as one contract,

Lixcept for bidders submitting a committed Line of Credit from a Universal or
Commercial Bank in lieu ol its NFCC computation, all Bids must include the
NFCC computation pursuant to Section 23.4.1.4 of the 2016 revised IRR of RA
No. 9184, which must be sufficient for the total of the ABCs for all the lots or
items participated in by the prospective Bidder. For bidders submitting the
commitled Line of Credit, it must be at least equal to ten percent (10%) of the
ABCs for all the lots or items participated in by the prospective Bidder.

20. Post-Qualification

20.1,

20.2.

The Lowest Calculated Bid/Highest Rated Bid shall undergo post-qualilication
in order 1o determine whether the bidder concerned complies wilh and 13
responsive o all the requirements and conditions as specified in the Bidding
Documents.

Within a non-cxtendible period of five (5) calendar days from receipt by the
Bidder of the notice from the BAC that it submitted the T.owest Calculated Bid,
the Bidder shall submit its latest income and business Lax returns [(iled and paid
through the BIR Electromic Filing and Payment System (eFPS) and other
appropriate licenses and permits required by law and stated in the BDS.

Failure Lo submil any ol the post-qualification requircments on time, or a finding
against the veracity thercof, shall disqualify the bidder for award: Provided,
That in the cvent that a finding against the veracity of any of the documents
submitted is made, it shall cause the forfeiture of the Bid Secunily in accordance
with Section 69 ol this TRE.(a)

The post-gualilication shall verify, validate, and ascertain all statements made
and documents submitted by the bidder with the Lowest Caleulated Bid/Highest
Rated Bid, using non-discrelionary criteria, as stated in the Bidding Documents.
‘T'hese criteria shall consider, but shall not be limited to. the lollowing:

a} Leeal Requirements, To verify, validate, and ascertain licenses, certilicates,
permits, and agreements submitted by the bidder, and the fact thatl il 15 not
included in any “blacklist™ as provided in Section 25.3 of this IRR, For this
purpose, the GPPB shall maintain a consolidated file of all “blacklisted™
suppliers, contractors, and consultants.

14



b) Technical Requirements. To determine compliance of the goods,
mlrastructure projects, or consulting services offered with the requirements
specified in the Bidding Documents, including, where applicable:

1) Verlication and validation of the bidder’s stated competence and
cxpericnee., and the competence and experience ol the bidder’s key
personnel to be assigned to the project, for the procurement of Infrastructure
Projects and Consulling Services;

iy Verification of availability and commitment, and/or inspection and
testing for the required capacities and operating conditions, of cquipment
units o be owned/leased/under purchase by the bidder for use in the contract
under bidding, as well as checking the performance ol the bidder in its
ongoing government and private contracts, if any of these ongoing contracis
shows:

a. Negative slippage of at least fifteen percent (15%) in any one project
or a negative slippage ol at least ten percent (10%) in each of two (2) or
more contracts;

b, l'ailure of the contractor to commence repair works on ongoing
contracts within seven (7) calendar davs and to complete them within
thirty (30) calendar days afier receipt of the Procuring Lintity's notice of
delects and deficiencies;

¢. Failure ol the contractor (o commence repair works on contracts with
pending certificates ol acceplance within thirty (30) calendar days and
complete them within ninety (90} days aller receipt ol the Procuring
Lintity's notice of defects and failures: or

d. Substandard quality of work as per contract plans and specilications,
or unsatisfactory performance of the contractor’s obligations as per
contract lerms and conditions, at the time of inspection,

If the BAC verifies any of these deficiencies to be duc to the contractor’s
fault or negligence. the agency shall disqualify the contractor from the
award, for the procurement of Infrastructure Projects.

iii) Verification and/or inspection and testing of the poods/product, after-
sales and/or maintenance capabilitics, in applicable cases, as well as
cheeking the following:

a. Delay in the partial dehivery ol goods amounting to ten percent (10%:)
ol the contract price in 1ls ongoing governnment and privale contracts;

L]
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b. TI" any of these contracts shows the bidder’s failure to deliver or
perform any or all of the goods or services within the period(s) specilied
in the contract or within any extension thereof granted by the Procuring
Entity pursuant to a request made by the supplicr prior Lo the delay, and
such failure amounts to at least ten percent (10%) of the contract price;
or

¢. Unsatisfactory performance ol the supplier’s obligations as per
contract terms and conditions at the time of inspection.

II'the BAC verifies any of these deficiencies to be due to the bidder's
fault or negligence, the BAC shall disqualily the bidder from the award,
lor the procurement of Goods,

iv) Ascertainment of the authenticity of the bid security and its correctness
as o type. amount, form and wording, and validity period. as required in the
Bidding Documents.

¢) Financial Requirements, l'o verify, validate and asceriain the bid price
proposal ol the bidder and, whenever applicable, the required committed Line
of Credit in the amount specilied and over the period stipulated in the Bidding
Documents, or the bidder’s NIFCC to cnsure that the bidder can sustain the
operating cash flow of the transaction.

[I'the BAC determines that the bidder with the Lowest Caleulated Bid/Highest
Rated Bid passes all the eriteria for post-qualification, it shall deelare the saad
bid as the LCRB or HRRBG6, and recommend to the HoPL the award of
contract to the said bidder at ils submitted bid price or its caleulated bid price,
whichever is lower or, in the case ol qualily-based evalvation procedure,
submitted bid price or its ncgotiated price, whichever is lower,

If, however, the BAC determines that the bidder with the Towest Caleulated
Bid/llighest Rated Bid fails the criteria lor post-qualification, it shall
immediately notify the said bidder in writing of its post-dizsqualification and the
erounds [or it

[mmediately after the BAC has notified the first bidder ol its post-
disgualilication, and notwithstanding any pending request for reconsideration
thereol, the BAC shall initiale and complete the same post-qualification process
on the bidder with the second Towest Calculated Bid/Highest Rated Bid. 1f the
second bidder passes the post-qualification, and provided that the request for
reconsideration of the first bidder has been denied, the sccond bidder shall be
post-gqualified as the bidder with the LCRB or HRRB.

If the sccond bidder, however, fails the post-qualification, the procedure for
post-qualification shall be repeated [or the bidder with the next Lowest
Calculated Bid/Highest Rated Bid. and so on until the LCRI or HRREI, as the
case may be. is delermined for award, subject to Section 37 of this IRE.

14



20L8  The post-qualification process shall be completed in not more than twelve (12)
calendar days [rom the determination ol the Lowest Calculated Bid/Highest
Rated Bid. In exceptional cases, the post-qualilication period may be extended
by the HoPL, but in no casc shall the apgregate period excced forty-five (453)
calendar days for Goods and Infrastructure Projects, or thirty (30) calendar days
in Consulting Services.

[n case of post-disqualification of the bidder with the lowest caleulated
bid/highest rated hid, the BAC shall be given the same fresh period to conduct
the post-qualification ol the next lowest caleulated bid/highest rated bid until a
bidder is post-qualified or failure of bidding is declared based on Section 35.1(c)
of this IRR.

21. Signing of the Contract
21.1. The documenis required in Section 37.2 ol the 2016 revised TRR of RA No.

4184 shall form part of the Contract. Additional Contract documents are
indicated in the BDS,
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Bid Data Sheet

ITB/IB
Clause

5.3

For this purpose, contracts similar to the Project shall be:

a. Procurement of License and Support Maintenance for Email Security
Spstent

i |

Subcontracting is not alfowed,

12

‘The price of the Goods shall be quoted DDP UCPRB Savings af 2" Floor,
Overseas Filipino Bank Center Building, 1000 Liwasang Bonifacio,
Tntramures, Barangay 656-A, 1000 Manila City.

14,1

T'he hid security shall be in the form of a Bid Securing Declaration, or any of the
following forms and amounts:

4. The amount of not less than Php25,000.00 (2% of ABC), if bid security
15 1n cash, cashier’s/manager’s check, bank draft/guaraniee orirrevocable
letler ol eredil; or

b, The amount of not less than Php62,500.00 (5% of ABC), if bid security
is in Surety Bond.,

19.

e

One Lot —Procurement of License and Support Maintenance for Email
Security System

(]
e
b

In case the bidder opted to submit their Class “A”™ Documents as part of the
eligibility documents during bid submission, the Certificate of PhilGEPS
Fegistration (Platinum  Membership) shall remain as a post-qualification
requirement to be submitted in accordance with Section 34.2 of the 2016 Revised
IRR of RA 91584,

Non-Disclosure Agreement (NDA)  form to be provided by end-user




Section IV. General Conditions of Contract



Scope of Contract

This Contraci shall include all such items, although not specilically mentioned, that can
be reasonably inferred as being required for its completion as if such items were
expressly mentioned herein. All the provisions of RA No. 9184 and its 2016 revised
IRR, including the Generie Procurement Manual. and associated issuances, constitule
the primary source for the terms and conditions of the Contract, and thus, applicable in
contract implementation. llerein clauses shall serve as the secondary source for the
terms and conditions of the Contract.

This 15 without prejudice to Sections 74,1 and 74.2 of the 2016 revised IRR of RA No.
9184 allowing the GPPB to amend the TRR, which shall be applied (o all procurement
activities, the adverlisemenl, posting, or invitation of which were issued after the
ellectivity ol the said amendment.

Additional requirements for the completion of this Contract shall be provided in the
Special Conditions of Contract (SCC).

Advance Payment and Terms of Payvment

2.1.  Adwvance pavment of the contract amount is provided under Annex 137 of the
revised 2016 IRR ol RA No. 9184,

2.2, The Procuring Entity i3 allowed to determine the terms of payment on the partial
or staggered delivery ol the Goods procured, provided such partial payment
shall correspond to the value ol the goods delivered and aceepted in accordance
wilh prevailing accounting and auditing rules and regulations. The terms of
payment are indicated in the SCC.

Performance Security

Within ten (10) calendar days trom receipt of the Notice of Award by the Bidder from
the Procuring Lintity but in no case later than prior to the signing of the Contract by hoth
parties, the successful Bidder shall furnish the perlformance securily in any ol the lorms
prescribed in Section 39 ol the 2016 revised IRR of RA No. 9184,

Inspection and Tests

The Procuring Entity or its representative shall have the right lo inspect and/or to lest
the Goods to confirm their conformity to the Project specifications at no extra cost to
the Procuring Entity in accordance with the Generic Procurement Manual, Tn addition
o tests in the SCC, Section 1V (Technical Specifications) shall specify what
inspections andfor tests the Procuring Lintity requires, and where they are to be
conducted. The Procuring Entity shall notity the Supplier in writing, in a timely
manner, of the identity ol any represeniatives retained for these purposes.



EJI

All reasonable facilitics and assistance for the inspection and lesting ol Goods,
including access to drawings and production data, shall be provided by the Supplier to
the authorized inspectors al no charge to the Procuring Lntity.

Warranty

6.1.  Inorder to assure that manufacturing defects shall be corrected by the Supplier,
a warranty shall be required from the Supplier as provided under Scction 62.1
ol the 2016 revised IRR of RA No. 9184,

6.2.  The Procuring Entity shall promptly notify the Supplier in writing of any claims
arising under this warranly. Upon receipl of such notice, the Supplier shall,
repair or replace the defective Goods or parts thereof without cost to the
Procuring Entity, pursuant to the Generie Procurement Manual.

Liability of the Supplier

The Supplier’s liability under this Contract shall be as provided by the laws of the
Republic of the Philippines.

If the Supplier is a joint venture, all partners to the joint venture shall be jointly and
severally liable to the Procuring Lintity,

]
]
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Special Conditions of Contract

GCC
Clause

Additional requirements for the completion of this Contract;

1. License Certificate / Certificate of Lintitlement

Delivery and Documents —

For purposes of the Contract, "EXW.” *FOB.” "FCA,” “CIE.” *CIP.,” “"DDP*
and other trade terms used to describe the oblipations of the partics shall have
the meanings assigned to them by the current edition of INCOTERMS
published by the International Chamber ol Commerce, Pans. The Delivery
terms ol this Contract shall be as follows:

[ior Goods supplied from abroad, state: ] “The delivery terms applicable to the
Clontract are DDP delivered to UJCPBS Head Oflice. In accordance with
INCOTERMS.”

[For Goods supplied from within the Philippines, state:] “The delivery terms
applicable to this Contract are delivered [/CPPBS Head Office. Risk and title
will pass from the Supplier lo the Procuring Entity upon receipt and [inal
acceplance ol the Goods al their linal destination.”

Delivery of the Goods shall be made by the Supplier in accordance with the
terms specified in Section VI (Schedule ol Requirements).

| For purposes of this Clause the Procuring Entity s Representative al the Project
Site is:

DRONNEL A, ESPINA

BAC Secrefarial

UCPB SAVINGS, INC.

2 Eloor, Overseas Filipino (OF) Bank Center Building,

1000 Liwasang Bonifacio, Intrantiuros, Barangay 656-4

1000 Manila Citv, Philippines

Trunkline no (—632) 85355-1 0408 Local 1003

Email Address: bacsecretariatiiucpbsavings. com

Incidental Serviees —

The Supplier 1s required to provide all of the following services, including
additional services, il any, specilied in Section V1. Schedule of Requirements:

24
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‘The Contract price for the Goods shall include the prices charged by the

Supplier for incidental services and shall nol exceed the prevailing rates charged
o other partics by the Supplicr for similar services.

Spare Parts — Not applicable
Packaging — Not applicable

Insurance — Not applicable

Transportation — Not applicable

2k

Intellectual Froperty Rights —

The Supplier shall indemnify the Procuring Entily against all third-party claims
ol inlringement of patent. trademark, or industrial design rights arising from use
ol the Goods or any part thercof,

The terms of payment shall be as [ollows:

Pavment | Deliverables/ Detailed Activities Percentage of
Payvments
1 Certificate of Entitlement / Proofof | S0%
| supporl
2 | License Certificate 50%




Section VI. Schedule of Requirements

The delivery schedule expressed as wecks/months stipulates hereafter a delivery date which is
the date ol delivery (o the project sile.

N lt:;;er Description Quantity | Total wl:il:;: E:;hs
1 Certificate of FEntitlement / 1 1 Within 1 week from the
Prool ol Support effective  date of the
contract  and Lpon
issuancc of N'T'P.
2 License Certificate 1 | Within 1 month from the

effective date of the
contract and upon
issuance of NTP.

20



Section VII. Technical Specifications

\?‘x



ltem |

Technical Specifications
Procurement of License and Support Maintenance for Email Security System
(ITB-ITD-008-25-04-2023)

TECHNICAL SPECIFICATIONS

| General Requirements

The IT services to be rendered by Supplier to UCPBS shall be technical support and |
maintenance services defined as:

Any fask or aclivity done by Supplier through electronic mail, telephone, messaging
platforms {c.e., Viber, WhatsApp) or on-site presence, for the purposc of providing technical
support, hardware and software maintenance, or assistance to UCPBS to troubleshoot,
configure, update and check the performance of the Solution -

Technical Support and/or assistance shall include; the provision of analvsis and
recommendations and the performance or fulfillment of the recommendation/s.

Technical Support Services shall be available [rom Mondays through Su-nda}-':-s, 24x7
{working-hours and non-working hours).

N

Location/s of Covered Components:

1. 2™ floor, Overscas Fihpino (OF) Bank Cenier Building, 1000 Liwasang Bomilacio,
Intramuros, Barangay 636-A, 1000 Manila City, Philippines;
2. 2" floor, UCPBS Disaster Recovery Site. 721 Aurora Blvd., Quezon Cily, Philippines

Scope of Local Support Services Statement of
Compliance

a. The Supplicr, through a Service or Lelp Desk, shall provide
technical support assistance by electronic mail, telephone,
and messaging platforms. S

h. The Supplier’s Service Desk shall be staffed with
iechnically competent support cngincers. The Service Desk
shall be the single point-of-contact for UCPBS for Local
Support Services.

¢. Service Desk operations shall be supported by the
Supplier’s internal electronic ticketing system, along with

d. For support requests that cannot be resolved remotely, On- |
site suppori shall be provided by Supplier

Support Level -
Supplier shall directly provide Levels | and 2 Technical Support
to TJCPBS s supporl requests. These Levels are defined as:

= Level 1 Technical Support — First-line support involving the
tasks of problem identification, understanding UCPBRS’s
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TECHNICAL SPECIFICATIONS

expeclations, initial problem diagnosis, and basic technical
troubleshooting based on Supplier’s knowledgebase ol known
problems and resolutions.

s level 2 Technical Support — Advanced Support involving the
fasks ol complex problem identification, in-depth problem
diagnosis, and advanced technical troubleshooting. In some cases,
il" necessary, reproduction of the problem by Supplier. in
coordination with JCPRS, is necessary o arrive at a solution,

Supplicr shall facilitate resolution of support requests requiring
Levels 3 and 4 support involving 3™ parly supplier(s), including
the Manufaclurers-Principals, who developed and who have
intellectual property rights over the Solution, These levels are
defined as:

¢ Tevel 3 Technical Support — Support of this nature will
require the involvement of the 39 party supplier to conduct
rescarch and development to a new and/or unknown issue. Such
issues shall require solutions such as bug lix, error correction,
custom engineering or interim patch or fix for the Solution to
operate as required by UCPBS, which only the 3™ Party supplier
may provide.

s Level 4 'Technical Support — Support of this nature waill
involve the 3" Party supplier’s integration of the resolution to the
Solution as an official patch. fealure or capability.

Regardless ol Support Level, UCPBS s concerns, incidents and
querics may be referred to the 3 Party supplier from whom the
supported Solution originated without any additional cost (o
LUCPDS,

service Management and Reporting

= Supplier shall handle and manage UCPBS’s service
requests in accordance with workflow procedures approved
by UCPBS,

»  Quarlerly reports on support requests and reported incidents
will be completed by Supplicr and submitted to UCPRBS,

e Quarlerly status reports will be discussed by the Supplier
Account Service Manager with UCPBS to ensure that
UCPBS is aware ol posstble support issues and risks faced
by UCPBS,
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TECHNICAL SPECIFICATIONS

service Level Agreement

Severity Level Max, Response Time | Max. Time Until
Onsite
1 2 Hours | 4Tlours
2 3 Hours & Hours _
E: 4 Tours 2 Days |
4 6 Hours 4 Lﬁa}rs
3 1 Day | N.A,

L]
Examples:

Examples:

Severity Level 1

Failure which causes major impact to UCPBS
Business
Covered Solulion or System 1s nol operalional.

System Hang (unable to save work in
progress)

System lunctionality llure causes data losscs
or system unusable;

System down

Functionality Fatlure renders system
inellective

Severity Level 2

lailure causing severe degradation ol UJCPBS
business

Covered Solution or System 1s nol operating
with [ull capability but is still operational.

Iimpaired or broken functionality with
significant impact to applications;

I'requent application failure, but no data loss:
Serious but predictable management syslem
failure

Significant system performance degradation

Severity Level 3

Depradation of machine performance causing
inconvenience to the business.
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TECHNICAL SPECIFICATIONS

i
¢ Covered Solution or System 1s up and running
with limited or no significant immpacts.
Examples:
»  Bugs which cause limited or no direct impact
to performance and functionality
= Request to replace a bug work-around;
»  Limited impact delective lunctionality
» System performance support questions and
issues
severity Lovel 4
o A minor evenl causing little or no impact to
UCPBS business.
Hxamples:
o Scheduled activities agreed with UCPBS
« DMethods of Procedure (MOP)
Severity Level 5
= The call 13 undergoing ongoing monitoring, but
no further action 1s required.
Lixamples;
« Requests  for  status updates  on aclion
take n/plans;
Monitoring Reports/licedback on action steps taken.
L System Requirements

Description

statement of Compliance

‘The solution shall provide comprehensive protection for
phishing, spam, and graymail with multiple technigues,
imcluding sender. content and image ana[p}fsis._ machine
learning, and more.

The solution shall examine the authenticity and reputation
ol the email sender to screen out malicious senders

The solution shall analyze email content using a variety of
technigues to filter out spam and phishing

The solution shall have protection agamst malicious URLs
at delivery and at time-of-click (rewrites and analyzes LR Ls
at the

time of click and blocks them if malicious)

The solution shall detect and blocks ransomware and other
types of zero-day malware using pre-execution machine
learning, macro analysis, exploit detection, and dyvnamic
sandbox analysis

The solution shall have pre-execution machine learning
filters unknown malware before sandbox analysis,
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TECHNICAL SPECIFICATIONS

enhancing efficiency and efficacy of advanced threat
protection

The solution shall detect advanced malware and exploits in
PDI, Microsoft® Office, and other documents using static
and heuristic logic to deteet and examine abnormalities.

‘T'he solution shall discover unknown malware using
multiple patlern-less (echnigues, including pre-execution
machine learning and sandbox analvsis,

The solution shall have a capability to block emails with
malicious URLs before delivery and re-checks URL safety
when a user clicks on it

The solution shall include Sender Policy Framework (SPF),
Nomainkeys Identified Mail (DKIM), Domain-based
Message Authentication, Reporting, and Conformance

(DMARC).

The solution shall provide a standby email system that gives
uninterrupted use of email in the gvent of a mail scrver
outage,

The solution shall have the capability Lo generate reports
hased on scheduled and customizable content,

The solution shall have protection against BEC with
enhanced machine learning, combined with expert rules,
analveang boih the header and contenl ol the email.

The solution shall include enhaneced machine learning,
combined with expert rules to analyze both the header and
content of the email to examine the behavior (an unsecure
cmail provider, foreed domain, or a reply to a free cmail
service) and intention

{linancial implication, urgency, or a call o action)

‘The solution must have a Policy-driven cmail encryption
that eludes hosted key management service and enables
recipicnts

to read cncrypted emails on any device using a web browser

The solution must Includes DLP templates to make it easier
i track, document, and saleguard confidential and sensitive
information for outeoing emails.

The solution shall allow you o have the Hexibility Lo deline
yvour organization’s high-profile users list for BEC
protection

The solution shall include file password analysis.

The solution shall be avail to have sliding window [or mail
tracking logs and policy event logs lor up to 60 days.

10

General Terms and Conditions
A, Terms

1. The request(s) lor payment shall be made to UCPBS i writing, accompanied by an
invoice describing, as appropriate, the output/report delivered and/or services performed,
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TECHNICAL SPECIFICATIONS

1o

Ted

3.

C.

and by submission ol other required documents and oblipations stipulated in this
contract.

All payments shall be VAT-inclusive and subject to 2% expanded withholding tax and
3% Vinal VAL (if supplier is VAT-registered with BIR).

Since the payment/s shall be subject o the usual govermment accounting and auditing
requirements, the Supplicr is expected to be familiar with the Government Accounting
and Auditing Manual (GAAM).

Retention Pavmentl.

A retention payment of one (1) percent shall be withheld by UCPBS. It shall be based
on the total amount due o the Supplier prior to any deduction and shall be retained from
every progress payment,

The total “retention money’ shall be due for release upon approvald acceplance ol the
Final Reportf Acceplance. The Supplicr may, however, request the substitution of the
retention money for each progress billing with irevocable standby letlers ol credit from
a commercial bank, bank guaranlees. or surely bonds callable on demand. of amounts
equivalent to the retention money substituted for and acceptable to UCPBS provided that
the Project is on schedule and is satisfactorily undertaken. Otherwise, the one (1) percent
retention shall be made. Said irrevocable standby letlers ol eredil, bank guarantees and/or
surety bonds, to be posted in lavor of UCPBS shall be valid for the duration of the
coniracl.

Warrantics

Warranty on Parts

The Supplier warrants that the replacement part as specified under ‘lechnical
Specifications Scction 5 (Support Coverage) will be free from defects in material or
workmanship for a period of three (3) months from the date the part was installed on the
covercd component detailed in Technical Specifications Section 3 (Covered
Compaonents).

Warranty on Services

The Supplicr warrants that the activities included in the Solution will be executed using
the degree of skill and care required by customarily accepled good prolessional and
technical practices. If the services provided did not conlorm to the terms and conditions
specified under this TOR, the Supplier shall re-perform such services al no additional
cost 1o the Bank.

Incidental Services (Indicate, if any)

1. Incidental Services, il any, shall be as deseribed in Technical Spees.
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TECHNICAL SPECIFICATTONS

2. Such incidental services may  include the [ollowing: Project! Solution
documenlation, knowledge transfer (trainings), svstems and tools to facilitate
monitoring of Project/Solution tasks, trouble tickets, incident reports, and inventory.

. Termination

LCPBS may, subject to five (5) days’ advance nofice, terminate the contract with the
Supplier or cancel the purchase order (PO) it issued to the Supplicr, on any of the
fallowing grounds:

1. Misrepresentation by the selected supplier of any matter which UUCPBS. deems
material. or

2. Failure by the selected supplier to deliver the goods and services to the satisfaction
of UCPBS on the Delivery Schedule.

MNotwithstanding any provision in the General and Special Condilions ol Contract,

UCPBS may pre-terminate this Contract subject to a notice to the Supplier within thirty

(300 days prior to the effective date of pre-termination.

. Liquidated Damages

When the supplier fails to satisfactorily deliver goods and/or services under this Terms
of Reference (TOR) within the speeified delivery schedule, inclusive of duly granted
time extension, il any, the supplier shall be liable lor damages in an amount cqual to one-
tenth (1/10) ol one percent (1%) of the contract price the for delivery for every day of
delay until such goods are finally delivered and accepted by UCPBS. Such amount shall
be deducted lrom any money duc or which may become due Lo the Supplicr,

If UCPBS opls to terminate the contact or cancel the PO, the Supplicr shall be liable to

pay UCPBS liquidated damages in an amount computed, as follows:

{a) In case of misrepresentation, one-tenth (1/10) of one percent (1%) ol the contract
price per day starling [rom the date of UCPBS discovery ol the misrepresentation
until the effective date of termination of the contract or cancellation of the PO,
and/or

(b} In case ol delay in the delivery of the goods and/or services to the satisfaction of
UCPBS, onc-tenth (1/10) pf one percent (1%) of the contract price per day
starting from the Delivery schedule until the effective date of termination of the
contract or cancellation ol the PO.

In casc the selected supplier is guilty ol hoth misrepresentation and delay, the liguidated

damages shall be computed using the [ormula of cither (a) or (b}, whichever is higher.

The Supplicr shall pay UCPBS the liquidaied damages under this Section within hive (3)

days Irom the effective date of the terminalion ol the contract or cancellation ol the PO

withoul need ol demand.

", No Employer-Employee Relationship
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TECHNICAL SPECIFICATIONS

Nothing in this TOR shall be construed as consliluling an cmployer and employee
relationship between UCPRS and the selected supplicr, histher/its employees and/or

representatives,

;. Confidentiality of Information

‘The selected supplier shall observe the provisions of Republic Act No. 10173, otherwise
known as the Data Privacy Act of 2012, in the performance of its obligations under this

TOR..

Section VIII. Checklist of Technical and
Financial Documents




L

Checklist of Technical and Financial Documents

TECHNICAL COMPONENT ENVELOPE

Class “A" Documenis

Leeal Documents

[] @

(h)

(c)

(d)

Valid PhilGEPS Registration Certilicate (Platinum Membership) (all pages)
in accordance with Scction §.5.2 of the [RR:

Or

Registration certificale from Securities and Exchange Commission (5EC),
Depariment of Trade and Industry (D11) for sole proprictorship, or
Cooperative Development Authority (CDA) for cooperatives or its equivalent
document,

And

Mayor's or Business permit issued by the city or municipality where the
principal place of business of the prospective bidder i1s located, or the
equivalent document for Exclusive Economic Zones or Arcas;

And

Tax clearance per E.O. No.398, s, 2005, as linally reviewed and approved by
ihe Burcau of Internal Revenue (BIR).

Technical Documents

[] (e

[]

[] ()

(] )

] @

Statement ol the prospective bidder of all its ongoing government and privale
contraels, including contracts awarded but not vel started, if any, whether
similar or not similar in nature and complexity to the contract 1o be bid; and
Statement of the hidder’s Single Largest Compleied Contract (SLCC) similar
to the contract to be bid, exceptl under conditions provided for in Sections
23.4.1.3 and 23.4.2.4 of the 2016 revised IRR of BEA No. 9184, within the
relevant period as provided in the Bidding Documents; and

Original copy of Bid Security. If in the form of a Surety Bond, submit also a
certification issued by the Insurance Cormnmission;

or

Original copy of Notarized Bid Securing Declaration; and

Conlormity  wilh  the Technical Specilicalions, which may  include
production/delivery  schedule, manpower reguirements, andfor  after-
sales/parts, if applicable; and

Original duly signed Omnibus Swom Statement (OSS);

and if applicable, Original Notarized Secretary’s Cerlificale in case of a
corporation, partnership, or cooperative; or Original Special Power of
Attorney of all members of the joint venture giving full power and authority
to its officer to sign the 0SS and do acts to represent the Bidder,

Financicd Documents
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(k)

]

The Supplier’s audited financial statcments, showing, among others, the
Supplier’s total and current assets and liabilities, stamped “received™ by the
BIR or its duly accredited and authorized mstitutions. lor the preceding
calendar year which should not be carlicr than two (2) years from the date of
bid submission; and

The prospective bidder’s computation of Net Financial Contracting Capacity
(NICC):;

or

A commilted Tine of Credit from a Universal or Commercial Bank in licu of
its NFCC computation.

Class "B Documents
If applicable, a duly signed joint venture agreement (JVA) in case the joint
venture is already in existence;
or
duly notarized statements [rom all the potential joint venture partners stating
that they will enter into and abide by the provisions of the JVA in the instance
that the bid is successful.

II. FINANCIAL COMPONENT ENVELOPE

|:| (m) Orizinal of duly signed and accomplished Financial Bid Form; and
[ ] {n) Original of duly signed and accomplished Price Schedule(s).

] @

] )

[For foreign hidders claiming hy reason of their couniry’s extension of
reciprocal rights to Filipinos| Certification from the relevant government
allice of their country stating that Filipinos arc allowed to participate in
governmenlt procurcment activitics for the same item or product.
Certification from the 111 if the Bidder claims preference as a Domestic
Bidder or Domestic Entity.

E |
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Bid Form# Bid Form

BID FORM

Date :
Project Tdentilication No. :

To: fname and address of Procuring Entity]

Having examined the TPhilippine Bidding Documents (PBLs) including the
Supplemental or Bid Bulletin Numbers finsert numbers], the receipt of which is hereby duly
acknowledged, we, the undersipned, offer to [supply'deliveriperform] [description of the
Goods | in conformity with the said PBDs for the sum ol Jtotal Bid amount in words and
Sirures ] or the total calculated bid price, as evalualed and correcied for compurational errors,
and other bid modifications in accordance with the Price Schedules attached herewith and made
parl of this Bid. The tolal bid price includes the cost of all taxes, such as, bul nol limited to:
[specifi the applicable taxes, e.o. (i} value added teaxe (VATY (1) income fax, (i) local taxes,
and (iv) other fiscal levies and duties], which are ilemized herein or in the Price Schedules,

Il our Bid is accepted, we undertake:

a.  lodeliver the goods in aceordance with the delivery schedule spacitied in the Schedule
of Reguirements of the Philippine Bidding Documents (PBDs),

b, to provide a performance security in the form, amounis, and within the times prescribed
inn the PBDs;

¢. to abide by the Bid Validity Period specified in the PRDs and it shall remain binding
Lpon us at any time before the expiration of that peried.

Jnsert this paraeraph if Foreign-Assisted Project with the Development Partner:
Cominissions or gratuities, if any, paid or (o be paid by us to agents relating to this Bid,
and to contract execution if we are awarded the conlract, are listed below:

Name and address Amount and Purpose of
of agent Curreney Commission or gratuity

(if none, state “None™) |

Until a formal Contract 1s prepared and exccuted, this Bid, together with your written
acceptance thereol and vour Notice of Award, shall be binding upon us.

We understand that vou are not bound 1o accept the Lowest Caleulated Bid or any Bid
¥OU May receive.



We certilv/conlirm thal we comply with the cligibility requirements pursuant io the
PRDs.

The undersigned 1s authorized o submit the bid on behall of [aname of the bidder] as
evidenced by the attached [siee the writien authoriiv/.

We acknowledge that failure to sign each and every page of this Bid I'orm, including the
atlached Schedule ol Prices, shall be a ground lor the rejection of our bid,

Mame:
legal capacily:

Signature:

Duly authorized to sign the Bid for and behalf of:

Date:
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Bid Form#  Contract Agreement Form
CONTRACT AGREEMENT

THIS AGREEMENT made the day ol 20 between [name of
PROCURING ENTITY | of the Philippines (hereinafter called “the Entity™) of the one part and
Iname of Supplier] of [city and country ol Supphier| (hereinatter called “the Supplier™) of the
other part;

WHLERIAS, the Entity invited Bids lor certain goods and ancillary services,
particularly [briel description ol goods and scrvices] and has accepted a Bid by the Supplier
for the supply of those goods and services in the sum of fcontract price in words and figures
in specified curvency ] (hereinafter called “the Conlract Price™).

NOW THIS AGREEMENT WITNLUSSETI AS FOLLOWS:

1 Inn this Agrecement words and expressions shall have the same meanings as are
respectively assigned to them in the Conditions of Contract referred to,

b

The following documents as required by the 2016 revised Implementing Rules and
Regulations of Republic Act No. 9184 shall be deemed to form and be read and
construed as integral part of this Agreement. viz.:

i.  Philippine Bidding Documnents (PBDs):
1. Schedule ol Requircicnts;
ii.  Technical Specifications;
. General and Special Conditions of Contract; and
iv.  Supplemental or Bid Bulletins, il any
i, Winning hidder’s bid, including the Liligibility requirements, Technical and
Financial Proposals, and all other documents or statements submitled;

Bid form, including all the documents/statements contained in the Bidder's
bidding envelopes. as anncxes, and all other documents submitted (e g,
Bidder's response to request for clarifications on lhe bid)., including
cotrections to the bid. if any, resulting [rom the Procuring Lntity’s bid
cvaluation;

iii.  Performance Security;
v,  Notice of Award of Contract; and the Bidder's conforme thereto; and

v, (her contract documents that may be required by cxisting laws and/or the
Procuring Entity concerned in the PBDs. Winning bidder agrees that
additional contract documents or information prescribed by the GPPB
that are subsequently required for submission afier the contract
exccution, such as the Notice to Procced, Variation Orders, and
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Warranty Security, shall likewise form part of the Contract.

3. In consideration for the sum ol flofal contract price in words and figures| or such
other sums as may be ascertained, [Named of the bidder| agrees to [state the
abject of the contract] in accordance with his/her/its Bid.

4. The [Name of the procuring enfiry] agrees to pay the above-mentioned sum in
accordance with the terms of the Bidding.

IN WITNLSS whereof the parties hereto have caused this Agreement to be executed in
accordance with the laws ol the Republic of the Philippines on the day and year first above
writlen.

Husert Name and Signature [ [nsert Name and Signature |
Hnsert Signatory’s Legal Capacity | [nsert Signotory’s Legal Cupacity]
Serw: Jor:
(ITnsert Procuring Entity] [nsert Name of Supplier]

Acknowledgment
{Format shall he hased on the latest Rules on Notarial Practice]
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Bid Form# Omnibus Sworn Statement

REPUIBLIC OF THE PHILIPPINES )
CITY/MUNICIPALITY OF ) 8.5,

AFFIDAVIT

[, [Name of Affiant], of legal age, [Civil Status], [Nationality]. and residing at [Address of
Affiant]. after having been duly sworn in accordance with law, do hereby depose and state that:

b

P

[Selecr one, delete the other: |

[if a sole propriciorship: | 1 am the sole proprictor or authorized representalive ol [Name
ol Bidder| with office address at [address of Bidder];

[If @ partnership, corporation, cooperative, or joint venture. ] T am the duly authorized and
designated representative of |Name of Bidder] with office address al [address ol Bidder[;

[Select one, delere the other. ]

[ a sole proprietorship:] As the owner and sole proprietor, or authorized representative
of [Name ol Bidder]. | have full power and authority to do, execute and perlorm any and
all acis necessary to participate, submit the bid, and Lo sign and exccule the cnsuing contract
for |Mame of the Project] of the [Name ol the Procuring Entity|, as shown in the attached
duly notarized Special Power ol Altomey;

[T et partnership, corporation, cooperative, or joint venture: ] T am granted [ull power and
authority o do, cxccute and perform any and all acts necessary lo participate, submit the
bid, and to sign and execute the ensuing contract lor [Name of the Proiect] of the [Name of
the Procuring FEntity]. as shown in the attached [state title of attached document showing
prool” of authorization {¢.g.. duly notarized Secretary’s Certilicale, Board/Parinership
Resolution, or Special Power of Attorney, whichever 1s applicable;)|;

[Name ol Bidder| is not “blacklisted™ or barred from bidding by the Government of the
Philippines or any of its agencies, offices, corporations, or Local Government Units,
(oreign government/foreign or international linancing institution whose blacklisting rules
have been recognized by the Government Procurcment Policy Board, by itself or by
relation, membership, association, affiliation, or controlling inferest with another
blacklisted person or entity as defined and provided for in the Uniform Guidelines on
Blacklisting;

Each ol the documents submitted in satisfaction of the bidding requirsiments is an authentic
copy ol the original, complete, and all statements and information provided therein are true
and correet;

[Name ol Bidder| is authorizing the Ilead of the Procuring Entity or its duly authorized
representative(s) Lo verily all the documents submitted;
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fi.

|

B

10.

IN

[Select one, delere the resi:f

Hi a sole proprietorship: | The owner or sole proprietor is not related to the Tlead of the
Procuring Fnlity, members of the Bids and Awards Committee (BAC), the Technical
Working Group, and the BAC Secretariat, the head of the Project Management Office or
the cnd-user unit, and the project consultants by consanguinily or affinity up ta the third
civil degree;

Hi a partnership or cooperative: | None of the officers and members of (Name of Bidder ]
is related lo the Head of the Procuring Entily, members of the Bids and Awards Committec
(BAC), the lechnical Working Group, and the BAC Secretarial, the head of the Project
Management Office or the end-uscr unit, and the project consultants by consanguinily or
affinity up to the third civil degree:

[If a corporation or joinf venture:| Nong of the officers, directors, and controlling
stockholders of [Name of Bidder/ is related to the Head of the Procuring Lntity, members
of the Bids and Awards Committee (BAC), the Technical Working Group. and the BAC
Scerctariat, the head of the Project Management Office or the end-user unit. and the project
consultants by consanguinity or affinity up to the third civil degree;

{Name of Bidder/ complies with existing labor laws and standards: and

{Name of Bidder] is awarc of and has undertaken the responsibilitics as a Bidder in

compliance with the Philippine Bidding Documents, which includes:

a.  Carelully examining all of the Bidding Documents:

b.  Acknowledging all conditions, local or otherwise, affecting the implementation ol the
Clomtract:

¢.  Making an estimate ol the facilitics available and needed [or the contract to be bid, if
any: and

d. Inquiring or sccuring Supplemental/Bid Bulletin{s) issued for the [Name of the
Project /.

[Name of Bidder| did not give or pay directly or indircetly, any commission, amount, lee,

or any lorm ol consideration, pecuniary or otherwise, to any person or ollicial, personnel

or represeniative of the government in relation to any procurement project or activity.

In case advance payment was made or given, failure to perform or deliver any of the
obligations and undertakings in the contract shall be sufficient grounds to constitute
criminal liability for Swindling (Fstafa) or the commission of fraud with
unfaithfulness or abuse of confidence throush misappropriafing or converting any
pavment received by a person or entity under an obligation involving the duty to
deliver certain goods or services, to the prejudice of the public and the government of
the Philippines pursuant to Article 315 of Act No. 3815 s, 1930, as amended, or the
Revised Penal Code.

WITNESS WHEREOF, | have hereunto sct my hand this _ day of _ , 20  at
. Philippines.



Hnseri NAME OF BIDDER OR ITS AUTHORIZED
REPRESENTATIVE]
{Insert signatory's legal capaciiv]
Alhanl

[lurat]

[rormar shall he hased on the latest Rules on Notavial Practice |




Bid Form# Secretary’s Certificate

ko . a duly elected and qualified Corporate Scerctary ol
[Name of Bidder], a corporation duly organized and existing under and by virtue of the law of
the PHILIPPINES, DO HERBY CERTIFY that:

[ am familiar with the facts herein certified and duly authorized to certily the same:

At the meeting of the Board ol Directors ol the Corporation duly convened and held on
at which mecting a quorum was present and acting throughout, the
lollowing resolutions were approved, and the samc have not been annulled, revoked and
amended in any way whatever and rare in full force and effect on the date hercof®

“*RESOLVED, that (Name of Bidder). as il hereby isfare, authorized to participate in
the bidding of (Name af the Project), and that if awarded the projeet shall enter into a contract
with the UCPB Savings, Inc; and in connection therewith hercby appoint (Name of
Representative/s), acting as duly authorized and designated representatives of [Name of
Bidder]. isfare granted full power and authority to do cffectively as the (Desigration of the
Reprexentutive/s) might do if personally present with full power of substitution and revocation
and hereby satislying and conlirming all that my said representative shall lawfully do or cause
to be done by virtue hercof;

Name of Representatives Designation Specimen Signature

RESOLVED FURTHER THAT. the [Name of Bidder] hercby authorizes its

represeitative/s to:

1. Lxecute a waiver of jurisdiction whereby the |Name of Bidder] hereby submits itself
Lo the jurisdiction of the Philippine government and hereby waives its righl to question
the jurisdiction ol the Philippine courts;
Execule a waiver that the [Name of Bidder] shall not seek and obtain writ of injunctions
or prolibition or resiraining order against the UCPB Savings, Inc. (UCPBS) or any
other agency m comnection with this project to prevent and restrain the bidding
procedures related thereto, the negotiating of and award of a coniract to a successful
bidder, and the carrving oul ol the awarded contract.

]

IN WITHNESS WHERECQFE. [ have hercunto sel my hand this at
. Philippines.

CORPORATE SECRETARY
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SUBSCRIBED AND SWORN (o belore me this at
. Metro Manila, affiant exhibiting to me his respective |Govermment Issued 11D
wilh expiry date on

NOTARY PUBLIC
Dee. Mo
Pepre Nex.
Hook N,
Sevdes of 20022
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Bid Form# Bid Securing Declaration Form

REPUBLIC OF TIE PHILIPPINES)
CITY OF 1 8.5,

BID SECURING DECLARATION
Project Identification No.: [Irsert numberf

To: flusert name and address of the Procuring Enfity]

I/We, the undersigned. declare that:

1.

Vad

[/We understand thad, m;u:rdmg lo your conditions, bids must be supported by a Hld
Sceurily, which may be in the form of a Bid Sccuring Declaration.

[/We accept that: (a) I'we will be automatically disqualified from bidding for any
procurement contract with any procuring entity for a pertod ol two (2) vears upon receipl
of vour Blacklisting Order; and, (b) I'we will pav the applicable fine provided under Scction
6 of the Guidelines on the Use of Bid Securing Declaration. within fifteen (15) days from
receipl ol the writlen demand by the procuring entity [or the commission ol acts resulting
to the enforcement of the bid sceuring declaration under Scctions 23.1(b), 34.2, 40.1 and
6.1, except 69.1(1),0f the IRR of RA No. 9184; without prejudice to other lepal action the
government may undertake,

1#'We understand that this Bid Securing Declaration shall cease to be valid on the following
circumslances:

a. Upon expiralion ol the bid validity period, or any cxtension thercol pursuant (o your
reouest;

b, I amfwe are declared ineligible or post-disqualified upon receipt of your notice to such
effect, and (i) T'we failed to timely file a request for reconsideration or (i) T/we filed a
walver Lo avail ol said right; and

¢ Tam/we arce declared the bidder with the Lowest Caleulated Responsive Bid, and Hwe
have turnished the performance security and sighed the Contract.

IN WITNESS WHEREQOF, [/'We have hercunto set my/our hand/s this day ol fmonih]
frear | al [place of execution].

[Inseri NAME OFF BIDDER OR {15 AUTHORIZED
REFPRESENTATIVE]
[nsert signatory s legal capacity |
Alliant

[Jurat]

[Frormat shall be hased on the latesi Rules on Notarial Practice]
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Bid Form# Statement of all Ongoing Contracts

Statement of all Ongoing Government and Private Contracts Ineluding Contracts

Husiness Name

Awarded but not yet Started

Business Address

Bidders Raole

Description

ate Awarded

| aie Started

Drate
Completion

of

% Accom plishment

Flanned

Actual

Ohwners
MName of | Name Mature
Clontract! Address of
Project Cost | Telephone Waork
nos.
Ciovernment
Private

Teatal Cost

Nate: This statement will be verilied during the Post Qualification Stage through any of the
following evidence not hmited to:
Notice ol Award and/or Contract/ Purchase Order
(MTicial Receipt/ Sales Invoice
Notice to Proceed issued by the owner
Certificate of Accomplishment signed by the owner or authorized representative

Verification with the clients

Signature over printed name of Company Authorized Representative

Mame and Designation (in print)

[ale
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Bid Form# Statement of Single Largest Completed Contract

Statement of Single Largest Completed Contract Similar to the Contract to be Bid

has following completed contracts for the

This 15 o certily that  (Company )

poeriod of CY 2019 — 2022

Date ol the | Contracting Name of | Amount
Contract Party Contract Contract

Date
Delivery/!
End-1ser's

of

Acceplance

of

Date
OiTicial
Receipt

of

MNote: This statement will be veri[ied during the Post Qualilication Stage through any ol the
following evidence nol limited to:
Nuotice of Award andfor Contract! Purchase Order

(HTicial Reeeipl/ Sales Invoice

Notice 1o Proceed 1ssued by the owner
Cerlilicale ol Accomplishment signed by the owner or authorized reprosentative
Verification with the clients

signature over printed name of Company Authorized Representative

Mame and Designation (in print)

Daic
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Bid Form# Net Financial Contracting Capacity Statement

NET FINANCIAL CONTRACTING CAPACITY (NFCC) STATEMENT

Summary of the bidder assetls and liabilitics on the basis of the income tax return and audited
[inancial statement stamped “RECEIVED™ by lhe Burcau of Internal Revenue or BIR
authorized collection agent, lor the immediately preceding year. The computation of its Net
Financial Contracting Capacity (NI'CC), which must be at least equal o the ABC to be bid,
caleulated as follows:

NECC = |(Cutrent assets minus current liabilities) (15)] minus the value of all outstanding or
uncompleted portions of the project under ongoing contracts. including awarded contracts yet
to he starled coineiding with the contract to be bid,

Amount

Current Assels

Miinus: Current Liabilitics

sub-total

' Multiplicd by 15

Sub-lolal

Minus: Value of outstanding contracts

NCEE

Signature over printed name of Company Authorized Representative

Mame and Designation (in print)

Dale

al



Bid Form# Seetion VI Schedule of Requirements

The delivery schedule expressed as weeks/months stipulates hereafter a delivery date which 1s
the date of delivery to the project site.

o e
N tI]tnTlI:er Description ) Quantity | Total ‘:’E’ﬂ'ﬂ::::;f}{r:,th\
| Certilicate of Lntitlement / 1 1 Within | week from the
Proof of Support cftective date of the
contract and upon
issuance o NTT.
7 [icense Cerlilicale 1 I Within 1 month [rom the

cltcetive date of the
contract and upon
issuance ol WNTER.

I hereby commit to comply and deliver the above requirements,

Name of Company (in print)

Signature of Company Authorized R::presﬂutati-x;c

Name and Designation (in print)

Drate
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Bid Form# Seetion VII. Technical Speciflications
STATEMENT OF COMPLIANCE TO TECHNICAL SPECIFICATIONS
INSTRUCTTONS:

The hidder must state in the last column opposite each paramelter and required specifications
cither “Comply™ or “Not Comply™. All pages shall be properly signed. Bidders must state here
either “Comply or “ Nol Comply™ against cach individual paramelers ol each requirements.
Statements ol “Comply or “Not Comply” must be supported by evidence ina Bidders Bid and
cross-referenced to that evidence. A stalement that is not supported by evidence or is
subsequently found to be contradicted by the evidence presented will render the Bid under
evaluation liable lor rejection, A statement either in the Bidder's stalement ol compliance of
the supporting cvidence that is found to be false either during Bid Evaluation, post evaluation.
or the cxecution of the Contract may be regarded as fravdulent and render the Bidder or
Supplier liable for prosecution subject to the provisions of I’ Clause 3.1(a)(i1) and/or GCC
Clanse 2. 1(2)(11).

Technical Specifications
Procurement of License and Support Maintenance for Email Security System
(ITB-ITD-008-25-04-2023)

TECHNICAL SPECIFICATIONS

Cieneral Reguirements

Fhe 'L services o be rendered by Supplier to UCPBS shall be technizal support and maintenance
services defined as:

Any task or activity done by Supplier through clectronic mail. telephone, messaging platforms (e.g.
Viber, WhatsApp) or on-site presence, lor the purpose of providing technical support, hardware and
sollware mainicnance, or assistance to UCPBES to troubleshootl, conligure, update and check the
performance of the Solution

Technical Support and/or assistance shall include: the provision of analysis and rccommendations
and the performance or fulfillment of the recommendationds.

Technical Support Services shall be available rom Mondays through Sundays, 24x7 (working-hours
and non-working hours).

Location's of Covered Componenis:

|, 2" flaor. Overseas Filipino (OF) Bank Center Building, 1000 Liwasang Bonifacio, Intramuros,
Barangay 656-A, 1000 Manila City, Philippines;

2. 2% flpor, LICPRS Disaster Recovery Sile. 721 Aurora Blvd., Quezon City, Philippines

Ln

| Scope of Loeal Support Services | Statement of
_Compliance

a. The Supplier, through a Service or Help Desk. shall provide technical
support assistance by clectronic mail, telephone, and messaging
platlorms, |
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Ttem

a TECHNICAL SPECIFICATIONS

b. The Supplier’s Service Desk shall be staffed with technically
competen! suppori engineers. The Service Desk shall be the single
point-of-contact for UCPBS [or Tocal Support Services.

]

Service Desk operations shall be supported by the bu‘g‘r]:limr s internal
electronic ticketing system, along with the necessary electronic mail
and telephany systems,

' d. Tor support requests thai cannot be resolved remn:}h.lw On-siic
support shall be provided by Supplier

i support Level

Supplicr shall directly provide Levels 1 and 2 Technical Support to |
UCPRS s support requests. These Levels are delined as:

» Level | Technical Supporl — First-line support invalving the tasks of
problem  identification, understanding UCPBS’s expectations, initial
problem  diagnesis, and basic lechnical troubleshooting based on
Supplier’s knowledgebase of known problems and resolutions.

e Level 2 Technical Support — Advanced Support involving the tasks of
complex prablem  identification, in-depth problem diagnosis, and
advanced technical troubleshooting. Tn some cases. if necessary,
reproduction of the problem by Supplicr. in coordination with UCPBS, is
necessary toarrive al a solution,

Supplicr shall facilitate resolution of supporl requests requiring Levels 3
and 4 support invalving 3™ party supplier(s), including the Manufacturers-
Principals, who developed and who have intellectual property rights over
the Solution. These levels are delined as:

» Level 3 Technical Support — Support of this nature will require ihe
involvement of the 3™ party supplier to conduct research and development
te o new andior unknown issue. Such issues shall require solutions such as
bug fix, error correction, custom cngineering or interim patch or fix Tor the

Solution to operate as required by UCPBS, which only the 3™ Parly
supplier may provide.

" I.evel 4 Technical Support — Support of this nature will invelve the
3% Party supplier’s integration of the resolution to the Selution as an
oflicial pateh, Teature or capability.

| Regardless of Support Level, UCPBSs concerns, incidents and queries may
be referred to the 3™ Parly supplicr from whom the supported Solution
originated without any additional cost to UCPES.

Service Management and Reporting |

+  Supplier shall handle and manage UCPBS’s service requests in
aecordance with workflow procedures approved by UCPRS.

¢ Quarlerly reports on suppert requests and reported incidents will
he completed by Supplier and submitted 1o UCPBS.




Ltem TECHNICAL SPECIFICATIONS

#
e Ouarierly status reports will be discussed by the Supplier Account
Service Manager with LICPBES to ensure that UCPBS is aware of
pussible support issues and risks faced by UCPDRS,
G Service Level Agreement L ::
Severily Lewvel Max. Response Max. Time Until
Time Onsite
1 - 2 Hours 4 Towurs
Z 3 Hours & Hours
3 = 4 llours 2 Lj'aiy_fs =
4 6 Hours 4 Diays
3 1 Day ™LA,

Severily Lewvel |
o Failure which causes major impact to LICPBS Business
e Covercd Solution or Syslem is notl operational.

Examples:
= System Hang (unable to save work in progress)
o  System functionality failure causes data losses or system
unusable:

s System down
= TFunctionality failure renders system ineffective

Severity Level 2
s Failure causing severe degradation of UCIPBS business
+  Covered Solution or System is not operating with full
capability but is still operational.

Examples:
e Impaircd or broken Munclionality with significant impact
to applications,
= [Frequent application failure, but no data loss;
s Serious but predictable management system failure
o Significant system performance degradation

Severily Level 3
= Degradation of machine performance causing
inconvenicnee to the business.
= (Covered Solution or System is up and running with
limited or noe significant impacts,

Examples:
o Hups which cause limited or no dirgct impact to
performance and lunclionalily
+  Request to replace a bug work-around,
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Item |

TECHNICAL SPECIFICATIONS

Severity Level 4

Examples:

Severity Tewvel 3

Examples:

Maonitoring Reports/Feedback on action sicps taken,

o Limited impact defective functionality
e Syslem performanes support gquestions and issues

« A minor event causing little or no impact to UCPBS
business.

»  Scheduled activities agreed with LICPRS
e Methods of Procedure (MOD)

o The call s ondergoing ongoing monitoring, but no Turther |
action is required. '

o Requests for status updates on action taken/plans;

Gieneral Reguiremenis

The IT services to be rendered bv Supplier to UCPBS shall be technical support and
mainienance services delined as:

Any task or activity donc by Supplicr through clectronic mail, telephone, messaging
platforms (e.g., Viber, WhatsApp) or on-site presence. for the purposc of providing
technical support, hardware and software maintenance, or assistance to UCPBS
troubleshoot, configure, update and check the performance of the Solution

==

T LR E ]

Technical Support and/or assistance shall include; the provision of analysis and
2 recommendations and the perlformance or [ullillment ol the recommendation/s,
Technical Support Services shall be available from MD!'I{I'E}’?; .E.-h-i."mxgh Sundays, 24xT
2 | (working-hours and non-working hours).
4 | Loeation/s of Covered Components: .
1. 2" floor, Overseas Filipino (OF) Bank Center Building, 1000 Iiwasang Bonifacid,
Intramuros, Barangay 656-A, 1000 Mamla City, Philippines;
2. 2" floor, UCPBS Disaster Recovery Site, 721 Aurora Blvd, Querzon City, |
Philippines i
53 || Scope of Local Support Services | Statement of

| Compliance

‘a. 'The _511[-_1[311131"._ through a Service or Help Desk, shall ph;:n,ffdc '
technical support assistance by cleetronie mail, telephone, and
. messaging platforms.

b. The Supplier’s Service Desk shall be staffed with technically
competent support engincers. The Service Desk shall be the
single point-ol-contact for UCPES lor Local Support Services.
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Tiem
#

TECHNICAL SPECIFICATIONS

f

e. Service Desk operations shall be supported by the Supplier's
nternal electronic ticketing system, along with the necessary
clectronic mail and telephony systems.

d. For support requests that cannot be resolved remotely, On-site
support shall be provided by Supplier

support Level

Supplier shall directly provide Levels 1 and 2 Technical Suppuort
to LICPBS s support requests, These Levels are defined as:

e Level | Technical Support — l'irst-line support involving the
tasks of problem identilication, understanding UCPBS’s
expectations, initial problem diagnosis, and basic technical
troubleshooting based on Supplier’s knowledgebase ol known
problems and resolulionms.

« Level 2 Technical Support - Advanced Support involving the
tasks of complex problem identification, in-depth problem
diagnosis, and advanced technical troubleshooting. [n some cascs,
it necessary, rcproduction of the problem by Supplier, in
coordination with UCPBS, is necessary 1o arrive al a solution,

Supplier shall facilitate resolution of support requests requiring
Levels 3 and 4 support involving 3™ party supplicr(s), including
the Manulacturers-Principals, who developed and who have
intellectual property rights over the Solution. These levels are
defined as:

+ Level 3 lechnical Support — Support ol this nature will
require the involvement of the 3¥ party supplier to conduct
rescarch and development to a new and/or unknown issue. Such
1ssues shall require solutions such as bug fix, error correction,
custom cnginecring or interim paich or fix for the Selution to
operate as required by UCPBS, which only the 3™ Party supplier
may provide.

. Tevel 4 Technical Support — Support of this nature will
involve the 3™ Party supplict’s integration of the resolution (o the
Solution as an official patch, featurc or capability.

Regardless of Support Level, UCPBS s concerns, incidents and
queries may be referred to the 3% Parly supplier from whom the
supported Solution originated without any additional cost 1o
LCPBS.

Service Management and Reporting




Iien.n

TECHNICAL SPECIFICATIONS

« Supplier shall handle and manage UCPBS's service
requests in accordance with waorkflow procedures approved
by UCPBS.

= Quarterly reports on support requests and reported incidents
will be completed by Supplier and submitled to TTCPRS.

s  Quarterly status reports will be discussed by the Supplier
Account Service Manager with TJCPBS to ensure that
LICPBS is awarce of possible support issues and risks faced
by UCPBS.

Scrvice Level Agreement

Severily Level Max. Response Time | Max. Time aa
: [Intil Onsite
1 i 2 llours 4 Hours
& 3 Hours 8 Hours
h . 4 Hours 2 .]_}a}’s
= e & Hours 4 Days
5 1 Day N.A.

Severity Level |
. e lfailure which causes major impact to UCPBS
| Business
« Covered Solution or System is not operational.
Examples:
= System Tlang (unable to save work in progress)
= System functionality failure causes data losses or
syslem unusable;
»  System down
s  Funclionalily failure renders system ineffective

Scverity Level 2
« Faillure causing severe degradation of UCPBS
husiness
e Covered Solution or System is not operating with
lull capability but is still operational.
Examples:
s Impaired or broken functionality with sipnificant
impact to applications;

= Frequent application faitlure, but no data loss:
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TECHNICAL SPECIFICATIONS

+ Serious but predictable management system failure

= Sipnilicant system performance degradation
Severity Level 3

« Dlegradation of machine performance causing
mconvenience to the business.

=  Covered Solution or System is up and running with

limited or no significant inpacts.
Lixamples:

« Ddugs which cause limited or no direct impact to

performance and functionality
= Request Lo replace a bug work-around;
« Limited impact delective lunctionalily

« System performance support questions and issues

Severity Level 4

« A minor event causing little or no impact to TICPRS

business.
Examples:
o Scheduled activities agreed with UCPRS
» Methods ol Procedure (MOT)

Severity Level 5

e« The call is undergoing ongoing monitoring, but no

further action is required.
Examples:

« Requests for status updates on action take n/plans;

Monitoring Reports/Feedback on action steps taken.

System Reguirements

Description

Statement of
Compliance

The solution shall provide comprehensive protection for
phishing, spam, and graymail with multiple techniques,
including sender, content and image analysis, machine
learning, and more.

‘T'he solution shall examine the authenticity and reputation
of the cmail sendet to screen out malicious senders

The solution shall analyze email content using a variety of
techniques to filter out spam and phishing

The solution shall have protection against malicious URLz

al delivery and at ime-ol-click (rewrites and analyzes
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TECHNICAL SPECIFICATIONS

URT.s at the time of click and blocks them if malicious)

The solution shall detect and hlocks ramsomware and other
tvpes of zero-day malware using pre-execution machine
learning, macro analysis, exploit detection, and dynamic
sandbox analvsis

The solution shall have pre-execution machine learning
filters unknown malware belore sandbox analysis,
enhancing efficiency and efficacy of advanced threat
protection

The solution shall detect advanced malware and exploits in
PDF, Microsoft® Office, and other documents using static
and heunstic logic to detect and examine abnonmnalitics.

The solution shall discover unknown malware using
multiple pattern-less lechniques, including pre-execution
machine learning and sandbox analysis.

The solution shall have a capability to block emails with
malicious TTRL.s before delivery and re-checks URL salety
when a user clicks on it

The solution shall include Sender Policy Framework (SPF).
DomainKeys Identified Mail (DKIM), Domain-based
Message Authentication, Reporting, and Conformance
(DMARCY,

The solution shall provide a standby email system that
gives uninterrupted use of email in the event ol a mail
SETVET Outage,

The solution shall have the capability to gencrate reports
hased on scheduled and customirable content.

The solution shall have protection against BLC with
enhanced machine learning, combined with expert rules,
analyzing both the header and content of the email.

The solution shall include enhanced machine learning,
combined with expert rules to analyze both the header and
content ol the email to examine the behavior (an unsecure
email provider, forged domain, or a reply to a free email
service) and intention (linancial implication, urgency, ora
call to action)

The solution must have a Policy-driven email encryplion
that includes hosted key management service and enables
recipients to read cnerypted emails on any deviee using a
weh browscer

The solution must include DLP templates to make it casicr
to track, document, and safeouard confidential and
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TECTINICAL SPECIFICATIONS

sensitive inlormation [or oulgoing emails.

The solution shall allow vou to have the (lexibility 1o deline
yvour organization’s high-profile users list for BLC
proleclion

The solution shall include file password analysis.

The solution shall be avail o have shding window lor mail
tracking logs and policy cvent logs for up to 60 days.
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Ceneral Terms and Conditions

A, Terms

1.

253

The request(s) for payment shall be made to TTCPBS in writing, accompanicd by an involce
describing, as appropriate. the output/report delivered andfor services performed, and by
submission of other required documents and abligations stipulated in this contract.

Al payments shall be VA T-inelusive and subject to 2% expanded withholding tax and 5% Final
VAT (I supplier is VA T-registered with BIR),

Since the payvment’s shall be subject to the usual government accounting and auditing
requirements, the Supplier is expected to be familiar with the Government Aceounting and
Auditing Manual {GAAM

Retention Payment.

A retention payment of one (1} pereent shall be withheld by UCPBS, 11 shall be based on the
total smount due to the Supplier prior to any deduction and shall be retained from every progress
payment.

The total “retention money” shall be due Tor relesse upon approval! acceptance of the TFinal
ReportfAcceplance. The Supplice may, however, reguest the substitution of the retention money
lor cach progress billing with irrevocable standby letters of credit from a commercial bank, bank
guarantees, or surety bonds callable on demand. of amounts equivalent to the retention moncy
substituted for and acceptable to TICPRS provided that the Project is on schedule and is
salisfctorly undertaken, Otherwise, the one (1) percent retention shall be made. Said
irrevocable standby letters of credit, bank guarantees and/ar surety bonds, to be pasted in favor
of TICPRS shall be valid Tor the duration of the contract,

Warranties

Warranty on Parts

The Supplicr warrants that the replacement part as specificd under Technical Specifications
Section 5 {Support Coverage) will be free from defects in material or workmanship for a period
of three {3} months from the date the part was installed on the covercd component detailed in
lechnical Specifications Section 3 (Covered Components),

Warraniy on Services

The Supplier warrants that the activities included in the Selution will be exceuted using the
degree of skill and care required by coustomarily accepled good professional and technical
practices. If the services provided did not conform o the lerms and conditions specified under

this TOR, the Supplier shall re-perform such services at no additional cost to the Bank.
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TECHNICAL SPECIFICATIONS

Incidental Services (Indicate, if any)

[ Incidental Scrvices, il any, shall be as deseribed in Technical Spees.

(]

Such ancidental services may inelude the following: Project! Selution documentation,
knevwledie transler (trainings), systems and lools o Tacilitate moniloring of Project/Solution
lasks, trouble tickels, incident reports, and inventory,

Termination

UCPES may, subject to five (3) days’ advance notice, terminate the eontract with the Supplier
ar cancel the purchase order (PO it Issued to the Supplier, on any ol the Tollowing grounds;

1. Misrepresentation by the selected supplier of any matter which UCPBS desms material, or

2. Failure by the selected supplier to deliver the goods and services to the satisfaction of
LICPES on the Delivery Schedule.

Motwithstanding any provision in the General and Special Conditions of Conlract, UCPBS may

pre-terminate this Contract subject to a notice (o the Supplier within thirty (30) days prior to the

elTective date of pre-termination,

Liguidated Damages

When the supplier [mils 1o satisfactorily deliver goods andfor services under this Terms of
Belerence (I'OR) within the specilied delivery schedule, inclusive of duly sranted time
extension, it any, the supplier shall be liable for damages in an amount cqual to onc-lenth (17107
of one pereent (1%) of the contract price the for delivery Tor every day ol delay until such goods
are fnally delivered and accepted by UCPBS, Such amount shall be deducted trom any moncy
due or which may become due to the Supplier.

If LCPBS opts to terminate the contact or cancel the PO, the Supplier shall be liable to pay
LICPES liquidated damages in an amount computed, as follows:

(1) I case ol misrepresentation, one-tenth (17100 of one percent {1%%) of the contract price
per day starting from the date of UCPBS discovery of the misrepresentation until the
effective date of termination of the contract or cancellation of the PO, andfor

i) [ ease ol delay in the delivery of the goods and/or services to the satisthction of UCPBRS,
ome-tenth {1/10) pf one percent (1%) of the contract price per day starting from the
Delivery schedule until the effective date of termination of the contract or cancellation
af the PO,

In case the selected supplier is guilty of both misrepresentation and delay, the liguidated damages

shall be computed using the formula of either (a) or (b), whichever is higher.

The Supplier shall pay UCPBS the liquidated damages under this Section within five (3) days

from the etfective date of the termination of the contract or cancellation of the PO withoul need

ol demand.

Mo Employer-Emplovee Relationship

Maothing in this TOR shall be construed as constituting an employer and employee relationship
between LCPBS and the selected supplier, histher/its employees andfor representatives,

Confidentiality of Information
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TECHNICAL SPECIFICATIONS

The selected supplicr shall observe the provisions of Republic Act No. 10173, otherwise known

as the Data Privacy Act of 2012, in the performance of its obligations under this TOR,

I hereby commit to comply and deliver the above requirements.

Name of Company (in print) N

Signature of Company Authorized Representative

Mame and Designation (in print)

Dale

Republic of the Philippines

eo00

Government Procurement Policy Board




